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* Korea — Open Border, Open Business Policy

* Role of law: Infectious Disease Prevention Act

Article 76-2 mandatory location tracking of
patients

* Postulate: Identify early ‘test-worthy’ targets of
testing or quarantining = acting on possible
sources before spreading

* Public disclosure has been on focus but kyungsinpark@korea.ac.kr

acquisition is more related to epidemiological Director, Open Net Korea
success and privacy infringement Professor, Korea University Law
* Accuracy of patients’ voluntary info on

movements

* Disclosure does not guarantee notifications to
contactees.

* The world’s only non-consensual, non-judicial
location tracking among democracies
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Recording

. . . . Courtesy of Park, Sangchul at
Location Tracking vs Contact Notification June 25,2020 Covid-19
Webinar sponsored by Al Law
Association of Korea;
Modified/translated by KS Park
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Quarantine/distancing enforcement

e Contact tracing : 1) location tracking of patients and 2) notifying contactees

e Quarantine/distancing enforcement: forcing ppl (individualized or
aggregate) to stay at or away from some places or from one another

* For our purposes — digital technology used for NOTIFYING authorities or others of
quarantine/distancing violation = So there is an overlap between CT and QDE.

e Case on point: Itaewon club —all 10,000 night club area visitors identified and
contacted and forced into testing = repurposing for QDE?

* Articlel3-2: power to test

 Article 42: power to enforce treatment and quarantine

* Article 49 Item 2 — power to ban gathering of ppl

* Article 59 — power to shut down businesses

* All backed by criminal punishment

 Legal justifications to obtain information — power to investigate crimes
 Article 34-2 — government OBLIGATION to disclose



Types of technology used for QDE

* QR Codes for High-Risk areas

- QR Codes are downloaded upon identity verification by approved companies like
KAKAO and NAVER

- Have to be scanned on entry by

- Segregaton: Entry records are kept by a govt agency and identity records by
NAVER/KAKAO

- Legal justifications — power to shut down business

e Self-Quarantine Apps

- Domestic individuals found to be suspected contactees — legal justifications? Murky
— So based only upon consent

- Entrants into the country - legal justification? Maybe border enforcement?

e Wrist bands
- For violators of self-quarantine app operations



Korean Society of Infectious
Diseases’ Lessons from 2015
MERS outbreak

e Full Disclosure of all Contactees —
“despite side effects”

* Track all patients and contactees

* Leadership by experts on
epidemiology

e = ”Promise to contain MERS”
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MERS and Obessesion Out of the total of 153 patients,

. ‘oL : ) Patients Nos. 1, 14, and 16 infected 28,
Wlth d IShOﬂESt patlents 85, and 23 people respectively
e _

2 222 (90.6%). Each of them lied about their
T : wher-eabogts when they came to the

: hospital with symptoms. No. 1 left out
. his trip to Saudi Arabia (the original
epicenter of MERS) and Nos. 14 and 16
their visits to the hospital where No. 1
S was treated and thereby infected
others. https://www.nocutnews.co.kr/
news/4425249 The new law allowing

5h mandatory tracking was passed on July
e s s 6, 2015, one month after KSID’s

In addition, No. 35 who had attended a 1,500-people meeting and a unpublished 3-point demand

300-peop|e.conference was in altercation with author.ltles on when Communique of June 5 was delivered to
symptoms first appeared and he should have quarantine

https://www.nocutnews.co.kr/news/4428522 the health authorities.

28u

23z



https://www.nocutnews.co.kr/news/4425249

DATA
SOUIRCES

DATA
CATEGORIES

DATA COLLECTION
AND DISTRIBUTION

Health insuran

Mobile phone Immigration : Credit card Public transit Government .
: ; Police 3 i : agencies and
carriers services companies companies agencies hospitals

Closed-circuit
television
footage

Credit, debit, Personal Prescriptio

Immigration
records

Transit pass

records identification and medica

information records

and prepaid card
transactions

Location data

‘ Police —> Korea Centers for Disease Control and Prevention ] [ Ministry of Health and Welfare
* Clear legal mandate for disclosure
 National Health Insurance * Central government agencies * Municipal governments Publledisdostre
Service’s IT System * Health care professionals « Local governments
* Health Insurance Review and e Health care associations
Assessment Service's IT System « Health insurance agencies

https://jamanetwork.com/journals/jama/fullarticle/2765252



» Korea (pop. 50M), so far about only
about 1 million tested but contained down
to less than 100 new/dy

« COMPARE: US (pop. 300M) done 20
million tests still not contained

- maybe tests too late. Quarantining only
after spread.

* Korea’s CDC and WHO guidelines do NOT
include testing asymptomatic ppl but there
are many tests in Korea. So many tested
without any diagnosis at all 2 no statistics
possible

* Proportion of asymptomatic patients in
Korea — 20-30% according to KCDC (June 3,
2020) = Princess Diamond 70% =2
importance of quarantining early

* International comparison: It may be
Quality of Tests, not Quantity — HOW
EARLY?

Total tests per 1,000

Jun 24,2020

® Denmark

@ United States

@ Italy

® New Zealand t

@ Canada people tested
@ South Africar

@ South Korea

® Indias

® Indonesiar

165.80

86.31 .
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76.40
65.78

23.89 -
23.14-|
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Total confirmed per million

Jun 9,2020

@ United States  5,924.98
® Italy 3,891.35 «
® Turkey 2,028.96
@ South Korea 231.17

—d

https://ourworldindata.org/grapher/full-list-cumulative-total-tests-per-tlBousand



https://ourworldindata.org/grapher/full-list-cumulative-total-tests-per-thousand

Targets
e Patients

QO

'Easy problems’ to point out

e Suspected
patients

Data to be accessed
by health authorities:

e Credit card
records

* medical records
e CCTV

- 28 agencies’
portal

for Instant Sharing

* Contactees

* Suspected
contactees,

. . .. e.g. ltaewon
* Police as intermediaries

* Surveillance bodies:

* health authorities — health-oriented

 elected local government chiefs —
majoritarian constituents = no
independent judgment on balance between
public interest and privacy




Korean National
Human Rights
Commission
(3/9/2020)
recommendation: only
on disclosure, not
acquisition

QO

Difficulty with COVID-
19/contactee-patient
location tracking

* not binary(bad)

* not closely regulated
industries(bad)

* Not leading to
criminal case (good)

most similar case: firg
cause inspection
(warrant not need#£

Hard problem:
non-judicial compulsory access
* American standard on “administrative search”
e “Closely regulated industries” - firearms,
drugs, mines
* vs. building code inspection, occupational

safety/health inspection, hotel guest
inspection

* “binary search” doctrine — DUl/airport check
 cover for criminal investigation, not allowed




Should Korea be
written off as an

exception? Or do
we need to
confront Korea?

* Korea is forging ahead unabated:

QR codes on entry to clubs and
noraebangs?

* Rest of the world reopening where
Korea is the only country with
businesses open

 Shall we at least think about adopting
Korea’s case — e.g., consensual or

“ judicially approved location-tracking?
% * Or shall we stop Korea from

“surveillance hell”?

LR S

_* Or shall we give up on international

human rights standards and fall into
cultural relativism?
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